
Network Discovery 
Asset Manager can discover devices attached to your network automatically, probe them for 

configuration data, and create assets in your database. The network discovery system is fully 

configurable, and can be run against a date and time schedule of your choice. There is no agent 

software required to be installed on the local devices. 

Most network enabled devices support a Network Management system of some kind. The three 

most relevant technologies are SNMP (Simple Network Management Protocol), WMI (Windows 

Management Instrumentation) and SSH (Secure Shell). And we will look at these in more detail later 

in this document. Asset Manager also supports a number of other systems, and we will also look at 

these briefly. 

Devices attached to your network will have IP addresses and should, by definition, have entries 

within your local DNS structure. Network Discovery scan particular network address ranges, and part 

of that process will look up device names via your local DNS. It is therefore important that your DNS 

is in good order, and does not contain many stale records, otherwise the system might pick up 

phantom devices that have been retired from service. 

Many networks also tend to segregate categories of devices into IP address bands. For instance, all 

the servers reside in the range 172.16.58.1 – 25, whilst the stations reside within the 172.16.58.26-

200 address space. Segregating in this way is good practice, as it aids network management tasks. 

Network Discovery Options 
These options allow you to define baseline settings for how scanning will occur on your network 

 

Schedule Scan allows you to specify whether the system, by default, is set up to carry out scheduled 

or manual scans. 

Scan Speed allows you to specify how much how much server resources are available for the 

scanning system to use. The default level is set to medium, and tests have shown that this setting 



uses approximately 20% of the server’s resources whilst a scan is taking place.  The other values are 

Slow and Fast, and obviously use less or more system resources. 

Wake-On-Lan (WOL) tells the system to send a magic packet to the devices being scanned. WOL-

enabled workstations can be remotely switched on prior to the system being scanned. This enables 

you to perform workstation scans overnight so as not to put any additional burden on the network 

during operational hours. Whilst stations can be switched on, the discovery system cannot switch 

them off when it has finished. To shut stations down after a scan you can use CSE Network Toolkit’s 

Station Start-up/Shutdown system, if installed. We would normally recommend that Wake on Lan is 

switched off so as to prevent the unexpected effect of starting up stations needlessly.  

Scan Exclusions allow you set a range of IP addresses globally that the system will not scan. 

The system allows for default and custom scans. Custom scans will be looked at later. Using the 

default scan controls, you can specify when you want your default scans to run. 

Network Scans 
This is where you setup and configure your network scans. It is probably worth spending a few 

moments describing why you would want to set up several separate scan tasks, rather than just scan 

your system’s entire address range. 

If Asset Manager was simply a system for recording devices attached to your network, then one 

single scan would probably achieve your objective. But Asset Manager is more than just a system to 

record your ICT assets: it is also a powerful network monitoring system as well. 

For instance, it can monitor the status of your printer’s ink or toner reserves, and send notifications 

to technicians before they actually run out, allowing you to manage your printer supplies proactively 

rather than reactively. However, to achieve this, you would probably want to scan the printers 

several times a day in order to keep on top of the situation. 

With your switches, again you might want to monitor the port status and keep an eye on any links 

that might go down, such as links between buildings. This might mean needing to scan these hourly. 

With servers, you might want to increase the scan schedule so that the system can monitor the free 

disk space on your user home directory volume, and issue alerts if things start to go wrong. 

Workstations, on the other hand, might only need to be scanned once daily, or possibly less. This is 

partly because you will probably have several hundred such devices, but also because they are 

managed devices, and you may decide that they do not require constant monitoring. 



 

 

Network Accounts 
Slightly out of sequence, we now need to look at Network Accounts before we cover setting up 

scans. Later in this document we look in some detail at the main three methods that Asset Manager 

uses to gain access to device configuration data; specifically SNMP, WMI and SSH. 

Out of the three systems, WMI and SSH are secure systems and will require authentication before 

Asset Manager can read the device configuration data, which in layman’s terms mean a need to log 

into the device using a username and password. Therefore, before it can scan such a device, Asset 

Manager will need to be able to specify a username and password. 

The Network Accounts feature allows you specify the appropriate usernames and passwords to 

Asset Manager 

The system has the capability to support multiple network accounts. For instance, you might have 

multiple domains and require different user authentication details for each of them, as shown 

below. 

 

 

You need to give each network account a unique name by which to identify it. Then you need to 

select the account type; this will primarily be Windows / SSH or SNMP. There are other options, but 

we will discuss these a little later. 



 
 

The username and password need to be specified. The login name should include the full domain 

name for the devices you are connecting to. Leaving the domain name off will use the system’s local 

account, which might not provide access to the WMI data. 

Setting up an SSH scan for your Apple computers might look something like this.  

 

 

 

Finally, because standard SNMP does not require a username or password, the setup is much 

simpler. It is worth pointing out that whilst the community name ‘public’ is almost universally 

accepted as the default value, some vendors do specify their own community names, and you would 

need to create specific network accounts before scanning these devices. 

 

 

Network Scans 

Add Scan 
This is the heart of the asset auto-discovery system, and where you can specify your individual 

scanning tasks. 



 

The Is Enabled switch allows you prevent scans from being run either manually or via the schedule. 

This allows you to switch off scans that are not used very often without having to delete them.  

Device/Range allows you to specify the IP address scope of your scan. You can use the following 

notations: 

172.16.68.10 Single address 

172.16.50.10,12,14,16,18 Multiple single addresses 

172.16.58.1-254 Complete subnet full range scan 

172.16.0,1,2,58,60.1-254 Multiple single subnets – full range scan 

172.16.58,59,60.1,2,3 Multiple single subnets – multiple single addresses 

172.16.58-60.1-254 Multiple subnets with full range scan 

 

Windows – use the dropdown list to select the network account to authenticate with Windows-

based clients within the specified scan range. 

SSH – use the dropdown list to select the SSH account needed to authenticate with SSH based clients 

within the specified scan range. 

SNMP – use the dropdown box to select the SNMP community string required when scanning the 

specified range. 

ESX/vSphere – select the account credentials required when scanning the specified address range. 

HTTP – select the account credentials required when scanning the specified address range. 

Telnet – select the account credentials required when scanning the specified address range. 

Enable – select the account credentials required when scanning the specified address range. 

VPro – select the account credentials required when scanning the specified address range. 

Scan Schedule – specifies whether to use the default scan schedule configured as part of the 

network discovery options, or to specify a custom schedule. 



 

Order – allows you to select a number manually (1– 999) which controls the individual scan order. 

Edit Scan 
Allows you to open and edit existing scans. 

Delete Scan 
Removes and deletes the selected scan from the table. 

Scan Now 
Allows you to run a scan immediately, either singularly by highlighting the scan you want to run, or 

run all scans in the table by order. 

View Scan 
This is a diagnostic aid to help discover and resolve problems encountered during the running of 

network scans.  

 



 

Each scan is presented as a collapsible entry. To expand, click on the small + symbol to the left. The 

result ID is the scan sequence, whilst the network discovery ID field contains the scan order number. 

The scan data is very comprehensive, and tracks all processes. It is the primary source of debugging 

information when determining the cause of scan failure. But it can also be used to check that the 

scans are running according to the schedule you have specified for them. 

The amount of data collected can add up over time, so it is good practice to use the Delete Scan Log 

facility, and mark and delete old logs every week or so. 

  



Appendix A – Advanced Discovery Facilities 

In this appendix we look in more detail, at the network management protocols used by Asset 

Manager and how you can use them to configure your scans to provide even more information and 

management data from your assets. These advanced facilities are a unique capability of Asset 

Manager that are not found in other products. 

Network Management Protocols 

Active devices that attach to your network can generally be scanned and interrogated for data by 

Asset Manager without any user interaction. This is a particularly useful feature as it allows Asset 

Manager to auto-discover connected devices and add them into the asset register automatically. 

Most network enabled devices support a Network Management system of some kind. The three 

most relevant technologies are SNMP (Simple Network Management Protocol), WMI (Windows 

Management Instrumentation) and SSH (Secure Shell). However Asset Manager supports a number 

of other systems, and we will look at these briefly later in this document. 

SNMP 
Simple Network Management Protocol (SNMP) is an Internet-standard protocol for managing 

devices on IP networks. Devices that typically support SNMP include routers, switches, servers, 

workstations, printers, modem racks, and more. It is used mostly in network management systems 

to monitor network-attached devices for conditions that warrant administrative attention.  

Essentially, SNMP exposes management data on the managed systems as variables. These variables 

are organized in hierarchies. These hierarchies are contained within the device’s Management 

Information Base (MIB) and the individual elements are accessed using an Object Identifier (OID) 

codes. The OID codes will look something like this: 1.3.6.1.4.1.2681.1.2.102. 

Using the SNMP protocol, Asset Manager can query enabled devices, and acquire configuration and 

management information directly from them by querying the appropriate OID and extracting the 

variable data contained within it. 

Devices tend to have extensive MIB structures, with possibly thousands of OIDs, which can be quite 

daunting to explore. Thankfully, Asset Manager has an extensive library of common device MIB 

definitions built into it, and in most cases can extract data without requiring you to have any 

knowledge of how SNMP works, how the MIB is structured, or what the OID codes are. 

However, in specialist cases where monitoring specific characteristics of a device is required, you 

may need to create your own SNMP query to achieve this. Asset Manager gives you the capability to 

do this by defining an asset field and specifying the required OID to capture the data you need. 

If you require further information on how to use SNMP, we would advise that you search the 

Internet and use one of the excellent SNMP guides that are freely available. Also there are a number 

of MIB browsing tools freely available to download. These allow you to scan actual device MIBs, 

explore the structure, and look at the individual OID data. 



SNMP Security 
Most devices provide SNMP as a global service, which requires no authentication to query the 

device. 

The SNMP Community string is a type of account that is used to access the remote system. This 

tends to be Public by default. However, be aware that some vendors do use proprietary community 

strings (for example Buffalo and their TeraStation Pro product range, which use TeraStation as its 

community string). 

It is worth pointing out that there are three different SNMP implementations available: SNMPv1, 

SNMPv2c, and SNMPv3. Of these, SNMPv3 does require authentication and you must specify a 

username and password). Asset Manager supports all three standards. 

SNMP Example 
For instance, let’s say we want to query our HP ProCurve switches and find out what the device’s fan 

speed is. Using the internet to search ‘HP ProCurve Fan OID’ we can discovered that the OID 

representing this value is 1.3.6.1.4.1.11.2.3.7.11.17.7.1.1.1.9.1.3. 

We now simply create a new asset field, and enter the OID value into the SNMP OID network scan 

mappings box. 

 

 

 

 

 

 

 

 

 

The newly created asset field then needs to be added to the Switch asset category. The next time 

that the device is scanned, the asset record will then contain a field containing the device’s fan 

speed. 



 

WMI 
Windows Management Instrumentation (WMI) is the Microsoft implementation of web-based 

Enterprise Management (WBEM), which is an industry initiative to develop a standard technology 

for accessing management information in an enterprise environment. WMI is designed to help 

system administrators manage large, complex enterprise systems, applications, and networks. It 

provides system administrators with a single, consistent object-oriented interface to monitor and 

control system components locally or remotely. 

WMI queries are sent to a computer which processes the query and responds with the data 

requested, so in some way the process is similar to SNMP.  Asset Manager has been pre-configured 

with a large number of common WMI queries, reducing the chance of you having to add your own. 

However, if you need to extend the range of WMI queries, you can. 

For full information about WMI, please see the Microsoft MSDN website for details (just search for 

WMI). 

WMI uses a sub-set of SQL known as WQL as the query language. Asset Manager supports the full 

WQL syntax, which can be found at: 

http://msdn.microsoft.com/en-us/library/windows/desktop/aa394606(v=vs.85).aspx 

There are a number of useful tools that you can download from the Microsoft website that helps you 

explore the WIM CIM (Common Information Model) data. These include the WMI Code Creator and 

WMI Tools. A complete reference to all available WIM CIM objects can be accessed using the 

following web site: 

 http://msdn.microsoft.com/en-us/library/windows/desktop/aa394084(v=vs.85).aspx 

(a direct link is provided to this site is included within Asset Manager). 

WMI Example 
For instance, let’s say that we want to include details about the type of mouse that is attached to 

our workstations. Using the website we see that details about the mouse are contained within the 

CIM object class ‘Win32_PointingDevice’. 

http://msdn.microsoft.com/en-us/library/windows/desktop/aa394606(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa394084(v=vs.85).aspx


 

The table shows all of the properties associated with this class of object. Looking at these objects we 

can select the most appropriate to our needs: in this case we will use the Manufacturer object. 

The query we have to run is therefore defined as; 

Select Description From Win32_PointingDevice 

In order to get Asset Manager to run this query whilst scanning the network, we first have to define 

the query itself. To do this navigate to Asset Manager Settings/Network Discovery/Scan 

Configurations/WMI and add a new item. The name is the object class, and the query selects the 

property that we want to read.  

 

The next step is to map this element to an asset field. To do this navigate to Preferences\Asset 

Manager Settings\Asset Fields and add a new asset field. 

In the WMI Class, Property Name field we enter the name we associated with the WMI query we 

entered earlier. 



 

In order to associate this field with our workstation assets, we now need to add this asset field to the 

Workstation asset category. To do this, navigate to Preferences/Asset Manager Settings/Asset 

Categories. Find the Workstations category and add the newly created Mouse Type asset field to the 

selected asset fields list. 

 

The next time the system scans your workstation assets, it will run the query and display the mouse 

type when you next examine a Workstation asset. 



 

WMI Security 
You need to be an authenticated user in order to query the WMI CIM data. Basically, this means  

that you need to specify a username and password with sufficient access level in order to run 

queries on the target device.  We usually use the domain administrator’s account for this, as the 

domain administrators’ group is automatically added to the WMI security when a workstation is 

added to the domain. 

Alternative WMI Method 
An alternative method of grabbing the required data from a workstation is to alter your query so 

that rather than just return one property value, it returns multiple values within the one query. 

Select Caption, Description, DeviceInterface, NumberOfButtons  From Win32_PointingDevice 

This is a valid query and will return values associated with each property specified. Meanwhile: 

Select *  From Win32_PointingDevice 

will return all of the properties associated with the pointing device class. 

SSH (Secure Shell) 

Secure Shell (SSH) is a network protocol for secure data communication between two networked 

computers. It is primarily used to provide remote access to UNIX/Linux based operating systems. 

Interestingly, this includes Apple operating systems. 

Once the SSH link is established, commands can be run which can interrogate the remote system 

with the aim of gathering information about the system. 

SSH will require a username and password to log into the remote device. Whilst some SSH 

commands can be generic (from the UNIX/Linux operating systems), sometimes they are very 

specific to the device you are trying to query. In such cases, you will need access to the local 

operating system’s documentation. Generally, you should be able to obtain this by searching the 

Internet. 

There is a useful Windows base tool called Putty that allows you to remotely access a device’s 

Secure Shell console and issue commands manually. This gives you the ability to experiment with the 



device’s command line and work out the best combination of commands to extract the information 

you require. Again, this can be downloaded by searching the Internet. 

As with SNMP and WMI, Asset Manager has been configured with a standard set of SSH commands. 

However, you can of course implement your own as required. 

All the SSH commands can be found under Preferences/Asset Manager Settings/Network Discovery / 

Scan Configuration/SSH. 

To add a new command, simply click the Add button. Give the SSH item a name, and then enter the 

command to retrieve the data required. In this instance, ‘df –h’ is a command that retrieves the free 

volume space from a XenServer host. 

 

  



You then need to link this SSH item with an asset field. 

 

Then you need to link the field with an asset category. In this case we have a category for our 

XenServers. 

 
 

Next time you look at your XenServer assets, you will be able to see the results of your query within 

the asset’s data field. 

 

  



Scan Configurations 
Earlier in this document, we showed how you can customise the method that the scanning system 

uses to request information from devices whilst the scan is in progress. We also showed how to 

incorporate these into your assets’ dataset by creating a custom asset field, and then linking it to an 

asset category. 

Scan Configurations contains all of the WMI, WMI REG, and SSH custom queries used by the system. 

As we have shown, you can easily extend the scope of these queries by adding your own manually. 

It is worth pointing out that the scan configurations are used by Asset Manager behind the scenes to 

gather information such as printer and workstation configuration.  The WMI Reg commands are 

responsible for determining what software is installed on a Windows computer. Since many of these 

commands are used by the system itself, you cannot delete them from the list. 

 

 

 


